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Terms:

	IP address


	The real address of any computer, router, or other networked device. For example, www.zaitech.com is actually 65.254.49.77.


Resources:

	http://whatismyip.com
	To find the public IP address where you are. Several to thousands of computers in an organization may share this address.


Procedures:

	Open command window: Run > cmd
	

	ipconfig [/all] [/release] [/renew]
	Use ipconfig /all to find info about your computer.

	ping device name or IP address or domain name [-t]
	To find if you can connect to a device (some devices may not respond.)

	
	

	Log on to router in browser.

Use address of “Gateway” in ipconfig /all.
	

	Change the password!
	

	Configure the WAN (internet) connection.
Usually it will automatically detect the necessary settings. If your connection requires a logon and password (some DSL connections do), you set it here.
	

	Configure the DHCP service.
You can accept the defaults. If there is another DHCP server on your network, you need to turn it off.

Set the router’s local IP address. 

On this screen you can change the router’s address on the local network. If you have other routers on the network, they may all have the same address and you need to resolve conflicts. Or, your network may be on a completely different subnet.
	The router’s default address is typically 192.168.x.1 where the “x” is often manufacturer-specific. All devices on your network must have the first 3 numbers the same (192.168.x) to communicate with each other and the final number must be unique.

	Configure the wireless security.
Disable it if you’re not using wireless.
Change your SSID.
Enable WPA authentication with a good password. For passwords, go to http://grc.com/password. 
	

	Look at other features
Enable Remote Management only if you need it.

Disable UPNP (listen to http://www.grc.com/SecurityNow.htm#112 at 0:30).
	

	Enable Port Mapping (Virtual Server or Services), if needed.
	

	
	

	Document your settings!
Write your login, password, router IP address, and reset procedure on a label and put it on the router. Save your wireless password to a text file on your laptop, your flash drive, and several other places.
	

	
	


