What’s in your router?
What is a router? It actually performs a number of different functions, most of which need to be configured. These include:

1) 
DHCP Server.

This is the service that assigns network addresses to all the computers on your local network. Just as on the internet there is one computer known as www.zaitech.com which has a public address of 65.254.49.77, every computer on your network receives an address from the DHCP server that looks like 192.168.0.100 and is unique on your network.

Only a control freak needs to change the defaults here, but you may have to turn the DHCP server off if there is another one on your network (such as another router). There should be only one DHCP server per home network.

2) 
Network Address Translation.

When your internet browser sends a request to www.pc3.org (also known as 66.29.54.86), the web server on the internet just knows to send it back to your public internet address of 24.148.208.93. It’s the NAT service that directs that web page to your computer at 192.168.0.101 rather than Junior’s at 192.168.0.104.
There is no configuration to NAT.
3) 
Network Switch.
This is the traffic cop that sends the network messages to the appropriate computer. If Mom wants to read a recipe off her desk computer in the kitchen and Sis needs to use the printer at Dad’s computer; the signals go through the switch to the correct destination and don’t interfere with each other.
There is no configuration to the switch.

4) 
Wireless Access Point.

Like the switch, the AP connects the computers on the network with each other. However instead of a wire, this puts all your data into a radio signal. Just like an emergency scanner, anyone within range of the radio can detect the bits flying about. By default, the AP doesn’t do anything to hide the content of the data stream. And like a $12 walkie-talkie, everyone who can read binary knows what you’re saying.
You absolutely must change the settings here or you might as well leave your checkbook on the Starbucks counter. You need to enable WPA encryption with a good password. Then you will need to enter the same settings on every computer that you want to use your wireless network. 

On the encryption or security page of the router configuration, you have to choose No Security, WEP, or several flavors of WPA. WEP is about as secure as latching the screen door – it will keep grandma next door out, but not a half-determined hacker. Use it only if you have some archaic device that can’t use WPA and be aware of its limitations.
I have found that some router-computer combinations can’t use some flavors of WPA. That’s OK as long as you can use some form of WPA – they’re all sufficiently secure. Usually you choose your encryption protocol at the router and modern versions of Windows just ask for your password. It automatically determines the rest of the correct settings.
While you’re on the wireless settings page, you might as well change the name of the network from the default “Linksys”, or whatever. You could also hide the name of your network, but that’s easier for a hacker to sniff than breaking your WEP password. Doing so will make it more difficult for your friends to use their network when they drop by to visit.
5) 
Router.

I’ve already told you what the router is. A router need not include DHCP, a switch or AP; they’re just extra goodies you get with a consumer router. It’s frequently called a “NAT Router and Firewall.” Those features are inherently part of what a router does. It takes the data stream from your computer at 192.168.0.101 and routes it to the public network (which could have just about any address except 192.168.*.*) and back again to your computer.
The router only accepts signals from the internet addressed to you that it’s expecting because they are in response to a request your browser or mail client sent out recently. Any unexpected internet traffic that is addressed to you – such as from malware – is simply ignored. And that makes it a firewall!
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